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Abstract 

 
Novo is a decentralized protocol that enables the contribu�on, verifica�on and sale of 
structured and unstructured business data via a marketplace. This protocol will support a 
decentralized applica�on (dApp) built on the Ethereum blockchain.  
 
The NOVO u�lity token serves as a medium of exchange for marketplace par�cipants, provides 
incen�ves for developers and sales teams, and enables decentralized governance. 
The token will provide a direct incen�ve for data providers to sell empirical and other business 
data through the Novo marketplace where buyers can access data that was previously 
inaccessible. Addi�onally, the token will power a protocol to ensure accurate verifica�on of the 
data. Data verifiers will be rewarded with the NOVO token and data buyers will use the token to 
buy this verified data through the marketplace .  
 
Cial Dun & Bradstreet (“Cial”), La�n America’s largest cross-regional data provider, will provide 
data and commit to a minimum of $1 million in purchases to jump start demand. However, the 
Novo protocol will not be owned or controlled by any single party. 
 
The Novo founding team includes some of the founders of Cial who have experience building a 
robust network of data buyers and sellers. This exper�se will differen�ate Novo’s data 
marketplace as efficient price discovery and data liquidity are assured when buyers and sellers 
reach cri�cal mass.  
 
Novo strives to be the business data partner for other blockchains, smart contracts, and 
businesses seeking data on business affiliates and trading partners.   Micro, Small & Medium 
Enterprises (“MSMEs”) will have greater access to credit through verified iden�ty and credit 
profiles on Novo. Lenders and risk modellers will leverage the data from the Novo blockchain to 
make more informed decisions. Current business data players will gain access to previously 
untapped data on MSMEs in developed and emerging markets alike.  
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1. Motivation 

The likes of Thomson Reuters and Dun & Bradstreet have built sizable companies around large 
global commercial databases. Analysis of this informa�on helps corporate customers make 
informed business decisions. Their databases, however, do not include informa�on on MSMEs, 
especially from developing countries, where data collec�on is less consistent and verifica�on is 
costly and o�en�mes impossible for non local par�es.  Those factors lead to poor informa�on 
about MSMEs in emerging countries. In turn, this has reduced MSME access to credit and 
limited their ability to grow.  The World Bank es�mates that $8.1 trillion in credit needs go 
unmet for MSMEs, primarily due to poor data quality.  
 
The Novo project will address the MSME credit gap by using a decentralized protocol for data 
sharing and verifica�on. In turn, this will provide individuals in MSMEs around the world an 
incen�ve to join the community by contribu�ng their informa�on and verifying the data 
provided by others. This ostensibly fills the data gap separa�ng MSMEs from the credit they 
need. The protocol ensures that data providers maintain full control over the privacy of their 
data. This allows providers to control when and by whom their data can be purchased. These 
privacy controls ul�mately determine how the data is stored and accessed. 
 
Of course, data integrity is of the utmost importance. Once collected, the data must be verified 
to be accurate. The Novo protocol will assign a group of verifiers to determine the accuracy of 
the data. Once again, the na�ve NOVO token will be used as an incen�ve to reward verifiers. An 
immutable record of the verifica�on will be stored on the Ethereum blockchain. Verified 
business  data will be sold through the marketplace, which will allow for price discovery and 
yield  a return to the data providers and the data verifiers.  
 
The Novo team’s exper�se at sourcing and verifying data over decades has been employed in 
the system and verifica�on process design. Several team members and advisors have taken part 
in successfully building the network of buyers and sellers at Cial Dun & Bradstreet; this exper�se 
will be crucial to ensuring the vibrancy and price discovery of the marketplace. 
 
Instead of each organiza�on having to individually ensure the accuracy of business data it 
purchases, Novo will leverage economies of scale of purchase, where data can be contributed 
and verified once by the network, and sold many �mes.  
 
The marketplace will sell raw data to data buyers, which could be another blockchain, an oracle, 
a smart contract, a business, or an individual. Addi�onally, as blockchain infrastructure 
advances, we plan to offer the op�on of on-chain data modeling in which raw data can be 
compiled, analyzed, and packaged into end products directly on the blockchain. 
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As more business processes become digital, there will be a growing need to reflect real world 
events on the blockchain. Examples of this are: verifying wallet address ownership, authorizing 
an employee to transact on the blockchain on behalf of a business, checking a company’s risk 
score before execu�ng a smart contract. Companies depend on credit and flexible payment 
terms in order to operate, and credit decisions must be based on a company’s track record and 
other indicators. The Novo protocol will serve to reflect real world data  on the blockchain. 
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2. Protocol 

2.1. Modular design 

The Novo Protocol is comprised of three modular protocols: contribu�on, verifica�on, and 
marketplace.  
 
The following diagram outlines the high level design of the Novo Ecosystem: 
 

 
 

Novo Ecosystem  - Comprises the Novo Protocol, NOVO Token, and all apps and pla�orms built 
on top of the infrastructure 
Novo Network  - The collec�on of par�cipants that interact with the Novo Protocol by using 
Novo Tokens, including all apps, APIs, smart contracts and pla�orms. 
Novo Protocol  - The base infrastructure of the Novo Ecosystem including modules for the 
contribu�on, verifica�on, and sale of data. 
NOVO Token  - The token required for transac�ng within the network including the purchase of 
data.  
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2.2. Participants 

  

Participants Function 

Data Providers Submit data about themselves or other organiza�ons 

Data Verifiers Reliably verify data submi�ed by data providers 

Data Buyers Need accurate informa�onal and transac�onal data about 
organiza�ons 

App Developers Develop applica�on layers on top of the blockchain 

Protocol Developers Create smart contracts for the network 

Modelers Create forecas�ng/modelling tools based on data 

 
Core par�cipants 
 

2.3. Staking 

The Novo Protocol u�lizes a concept known as “staking” to disincen�vize undesirable behavior. 
A ”stake” is a set number of tokens that must be locked by a par�cipant in order to be eligible to 
perform an ac�on. These tokens may be lost if that par�cipant is found to be ac�ng in an 
undesirable manner, as outlined by the protocol. 
 
Specifically, in order for a data provider to submit data to the network, they must first 
contribute a stake to a stake pool. This stake incen�vizes the data provider to act honestly 
because if the informa�on provided is found to be false or inaccurate, the data provider will lose 
the stake. Conversely, if the data is found to be accurate and sold, then the data provider will 
get the stake back in addi�on to earning NOVO tokens.  
 
Likewise, to become a verifier, each data verifier will contribute stake to a stake pool. If the 
verifier checks the data and verifies consistently with the majority consensus, and the data is 
sold, then the data verifier is rewarded in NOVO tokens. But if the data verifier is dishonest and 
votes opposite of the majority, they can lose their stake.  
 
The details of this model is explained further in Sec�on 4. 
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2.4. Data Contribution 

Let’s go through an example.  
 
A small auto parts company in Sao Paulo, Brazil wants to provide informa�on about his 
company to the Novo protocol. He will submit his stake and provide the data along with the 
privacy control se�ngs.  
 
The privacy control se�ngs include whether the data is: 
 
Permissioned  - The data provider can create a list of data buyers who can purchase the data. 
Purchasable  - Data is stored a�er encryp�on and can only be decrypted and accessed when 
purchased.  
Public  - Data that is stored unencrypted, which makes it both searchable and indexable. This can 
also be considered ‘free data’. 
 
The transac�on metadata and privacy control se�ngs explained above will be stored in a Novo 
smart contract. The method of storage will be determined by the privacy control se�ngs. Given 
the immature state of blockchain technology, data will be stored off-chain with a hash of it 
stored to the blockchain. However, as blockchain technology improves with advancements in 
transac�on costs, throughput, and privacy, we envision eventually storing all purchasable and 
public data on the blockchain. With the data securely provided and privacy se�ngs marked as 
‘Purchasable’, the data is now ready for verifica�on. 
 

2.5. Data Verification 

The Novo Protocol u�lizes a verifica�on layer between providers and buyers to ensure that all 
data purchased from the network is accurate. Anyone can be a data verifier so long as they 
acquire a valid wallet address and stake NOVO tokens, ensuring that they have skin in the game.  
 
To guarantee consistency and defend against malicious actors, the protocol u�lizes weighted 
random selec�on to select verifiers for each piece of data. Verifiers are selected from a 
verifica�on pool comprising all those who have staked and opted in to verify a specific piece of 
data. 
 
A verifier’s likelihood of being selected from the verifica�on pool is weighted by the size of their 
individual stake pool, which represents the total amount that a verifier has locked through 
staking across the protocol.  
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The selected verifiers will vote individually on whether the data is true or false. They will not 
know the votes of the other verifiers so no verifier can corrupt another. Verifiers vote by 
submi�ng an encrypted response to the network. Only a�er all selected verifiers submit their 
response are the votes tallied. If a configurable threshold, say 51%, is achieved, then the data 
has been verified and the smart contract changes the state of the data to reflect this. 
 
The following figure shows the process that verifica�on follows: 
 

 
 
Let’s return to our example of the Brazilian auto parts supplier. We have a data verifier located 
in Sao Paulo, Brazil who runs a car dealership. Based on the metadata about the informa�on 
being submi�ed by the auto parts company in Sao Paulo, she determines that she has the 
ability to verify this data. She opts in to the verifica�on pool.  
 
If the data is verified as true, which is the expected result, the data will be available for purchase 
from the Novo data marketplace. Some public data (including basic contact info) and addi�onal 
metadata will be available on each company and a�ribute to ensure that it is searchable by the 
data buyers.  
 
This is the expected case: data providers provide true data and a group of randomly selected 
data verifiers votes that the data is true. In a normal distribu�on, the votes of the majority 
overwhelms the tails where lie the votes of the malicious verifier (who verifies with malintent), 
the mistaken verifier (who accidently verifies incorrectly) and the Lazy Verifier (who always 
verifies true because it is the expected value). 
 
The protocol cannot differen�ate the mo�ves of verifiers who vote opposite to the majority but 
they are all penalized in the same way: complete loss of their stake. To be clear, if the threshold 
majority of the group of verifiers votes “true”, then all those who voted “false” will lose their 
stake and all those who voted “true” will earn NOVO tokens when the data is sold. 
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When the data buyer purchases the data, they are given a set �me period to challenge the 
accuracy of the data along with a stake. Once that �me period is over without a challenge, the 
the purchase amount is distributed to the data provider and data verifiers. The reward 
designated for data verifiers is distributed through a ves�ng mechanism detailed in Sec�on 6. 
 
So let’s go back to our example: if greater than 50% of a group of data verifiers votes that the 
corporate data from the Brazilian auto parts dealer is true, then a hash of the data is added to 
the blockchain along with metadata about the data including data type and company iden�fiers. 
A few days later, the data is purchased by a data buyer who does not challenge the accuracy of 
the data. The data verifiers who voted “true” are paid with NOVO tokens, and those who voted 
“false” lose their stake, irrespec�ve of their mo�ve. Also, the Brazilian data provider is now paid 
with NOVO tokens.  
 

2.6. Example Outcomes 

In the following scenarios, the data providers and those data verifiers who vote with the 
majority are always compensated from the proceeds of the sale when the data is sold. In 
addi�on, these par�es may earn addi�onal tokens depending on the outcome.  
 
Scenario 1:  Data provided is false, verified as false. Data is not available for purchase in the 
marketplace. 
Outcome:  Here the data provider loses the amount they staked on that piece of data, which is 
used to pay the verifiers who voted false. Data verifiers who voted “true” will also lose their 
stake. 
 
Scenario 2:  Data contributed is false, verified as true, and purchased by data buyer who does 
not challenge the validity of the data.  
Outcome:  The risk of this outcome is highest for data with small verifica�on pools. Given 
sufficiently-sized verifica�on pools, this is a bad but unlikely outcome because the majority of a 
random group of data verifiers are unlikely to vote incorrectly. Addi�onally, if a data verifier 
voted False and learns that the majority vote is True, they can challenge the vote within a �me 
period by submi�ng a stake for the challenge. Once the stake is posted, the data will be open 
for reverifica�on by a new group of verifiers.  
 

Scenario 3:  Data contributed is false, verified true, and purchased by a data buyer who 
challenges the validity of the data within the �me period. 
Outcome:  When the data buyer challenges, with a stake, the data will be reverified, and if it is 
found that the data is false, then the data provider is penalized by losing their stake in the Stake 
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Pool. Those data verifiers who voted True will lose their stake while those who voted “false” will 
be rewarded with NOVO tokens. The data buyer will receive a refund. If data is re-contributed 
and verified as true then data buyers will have the opportunity to purchase data again. 
 
Scenario 4:   Data provided is true, verified true, purchased by the data buyer who challenges 
within the �me period. 
Outcome:  When the data buyer challenges with a stake, the data will be reverified. If it is found 
that the data is true, the verifiers who voted “true” will also be compensated with the stake of 
the data buyer, while those who voted “false” will be penalized by losing their stake. The 
reverified data will be offered to the data buyer, who will have lost their stake. 
 

Scenario 5:   Data provided is true, verified as false and the data is not available for purchase in 
the marketplace. 
Outcome:  Here, the data provider can challenge the verifiers with a stake and the data will be 
reverified. If it is verified as true the second �me, the verifiers who voted “false” in the first and 
second round will lose their stakes while those verifiers who voted “true” in the first and second 
round will be compensated when the data is bought. The data provider will receive the 
penalized stake from the verifiers who incorrectly verified it as false and their second stake will 
be returned.  
 

2.7. Data Buying 

In these five scenarios, the NOVO token is used as an incen�ve for the par�cipants of the 
ecosystem to par�cipate with integrity and honesty. Data buyers will also use NOVO tokens to 
buy the data in raw or modeled form. Here is where the exper�se in selling data through CIAL 
will help determine how to package and combine the data.  Data buyers will use the Novo  GUI 
and other applica�ons built on the protocol to search, access, and purchase the data. For 
purchasable data, only those data buyers who were designated eligible by the data provider 
may purchase the data.  Data buyers may be autonomous, digital en��es, other blockchains, 
smart contracts, oracles, businesses or individuals.  
 
Pricing of the data will be determined by the marketplace and will depend on a series of factors 
including:  

● Time sensi�vity of the data: how quickly the data becomes stale 
● Velocity of the data: how o�en the data will be updated 
● Size of the data 
● Value-added services: provided by the Novo team or by the ecosystem building DApps 

on top of the Novo protocol 
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3. Anticipated Challenges 

3.1. Data Spam 

“Data spammers” post knowingly false or irrelevant informa�on, o�en in high volume, in order 
to earn profit at the margins (i.e. via some small percentage of false data “slipping through the 
cracks” and being incorrectly verified), or in order to cause damage to the network by, for 
example, overwhelming capacity of the verifica�on pool. Novo looks to limit the scale at which 
data spammers can operate by requiring providers to contribute a stake prior to pos�ng 
informa�on. This stake will align incen�ves of the data providers  with the best interests of the 
ecosystem and dissuade them from spamming the network. The stake is stored in the stake pool 
as opposed to with the data itself, allowing the stake pool to act as a proxy for reputa�on. 
 

3.2. Stale Data 

Data shelf life is specified by the the smart contract governing each data a�ribute, including 
how frequently it should be re-verified. Accordingly, all data must be re-submi�ed for 
verifica�on before the validity of the verifica�ons expire. This way, the verified data is always 
kept fresh.  
 

3.3. Lazy Verifiers 

Lazy verifiers assume that data providers, by staking, have li�le incen�ve to contribute false 
informa�on. Because of this, lazy verifiers play the odds and vote “true” without actually 
verifying. For example, if data providers provide true data 70% of the �me, then the true-vo�ng 
lazy verifier will be paid 70% of the �me and lose their stake 30% of the �me. This means that if 
the reward for being correct seven �mes outweighs the cost of being wrong three �mes, it is 
profitable to guess “true.” To prevent this outcome, we must make guessing true unprofitable 
for verifiers. Novo addresses this through a system called “verifica�on ves�ng” (outlined in 
Sec�on 6) where verifiers are only rewarded if they successfully uncover false data, thus 
elimina�ng value in guessing true every �me. 
 

3.4. Malicious Verifiers 

A verifier may have an incen�ve to purposefully verify data incorrectly (true as false and false as 
true). Malicious verifiers may mismark data and risk their stake on Novo because they stand to 
benefit in the real world. For example, a compe�tor to the Brazilian auto parts supplier might 
perpetuate false financial statements in order to leave counterpar�es with the percep�on that 
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the compe�tor’s business is weaker than it is. If a malicious verifier is mismarking data, they will 
lose their stake if they are not in consensus with the other verifier(s). However, this cost may 
not outweigh the real world benefit of causing damage to a compe�tor. Because of this, staking 
alone does not prevent malicious verifiers. We solve this a�ack vector through a combina�on of 
staking and random verifier selec�on from large verifica�on pools. 
  

3.5. Sybil Attacks 

Without proper design, the verifica�on system is suscep�ble to  Sybil a�acks , where a 
par�cipant creates mul�ple synonymous iden��es to try to take advantage of the system. This 
creates an issue when it comes to randomly selec�ng verifiers to verify a piece of data. A data 
verifier may create mul�ple iden��es and apply to verify the same data, increasing the chance 
of one, or a number, of their iden��es being selected.  
 
The risks of this type of a�ack successfully impac�ng the verifica�on of data are greater within 
smaller data verifica�on pools, but even large verifica�on pools are suscep�ble. The problem 
with relying on the random selec�on of verifiers to limit the impact of Sybil a�acks is that it is 
impossible to know how many synonymous iden��es exist within a pool.  
 
There are techniques that make crea�ng synonymous iden��es more difficult, such as tying real 
world iden��es to blockchain iden��es, but there are s�ll ways to circumvent this mechanism 
and these techniques require a certain amount of centralized control.  
 
The only true way to prevent Sybil a�acks is to design a system in which there is no advantage in 
crea�ng mul�ple iden��es. We accomplish this through a weighted random selec�on system 
we call “weighted verifier selec�on”, outlined in Sec�on 5. 
 

3.6. Verification Pool Size 

The Novo Protocol design depends on a large popula�on of data verifiers. In the beginning of 
the network’s life, Novo will consider establishing a federa�on of known and trusted data 
verifiers. These data verifiers can then invite other data verifiers to the network. Addi�onally, 
the governing founda�on may provide incen�ves to early verifiers in select verifica�on pools 
such as specific geographies or industries. 
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4. Staking model 

Staking incen�vizes par�cipants to act in accordance with intended behavior on the ecosystem. 
The staking mechanisms in the protocol make it unprofitable to act dishonestly within the 
network by contribu�ng fake data or by verifying data incorrectly.  
 

4.1. Stake Pools 

Instead of storing stake separately with each ac�on (contract) that requires it, the Novo Protocol 
combines all stake for a unique par�cipant. These tokens are locked and will only be released 
when the par�cipant acts in accordance with the desired behavior in the Novo ecosystem as 
specified by the smart contract. For example, if a data verifier verifies falsely, they will lose their 
stake. As a consequence, the amount of a par�cipant’s stake will ul�mately reflect the value of 
that par�cipant’s reputa�on. In Sec�on 5, we discuss how this stake pool is used in our 
Weighted Verifier Selec�on process to prevent Sybil a�acks.  
 

4.2. Stake Pricing 

Determining the amount of stake required to incen�vize the data providers and the data 
verifiers is crucial, and can be fine-tuned as the ecosystem grows. The protocol seeks to 
determine the amount of stake independently for each piece of data, derived, in part, from the 
market price of the data.  
 

4.3. Stake Duration 

Every piece of data in the Novo Marketplace has a configurable dura�on of validity or shelf-life 
determined by the data verifier. This shelf-life represents the es�mated dura�on that a verified 
piece of data can be expected to remain true. At the end of a piece of data’s shelf-life, it must be 
reverified.  
 
Verifiers receive a prop or�on of revenue for the dura�on of the data’s shelf-life. Of course, if at 
any point the data is determined to be false during its shelf-life, the verifier is penalized by 
losing the stake propor�onal to the remaining shelf-life.  
 
Let’s look at an example where a verifier verifies the headquarters address of a business and 
specifies the shelf-life of this data at 12 months. A�er 9 months, the business moves 
headquarters causing the previously verified headquarters address to no longer be accurate. 
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Because 9 months have passed, the data verifier can withdraw three-fourths (9/12) of their 
stake. But, if at this �me, the data is bought and its accuracy is challenged, the verifier will lose 
the remaining one-fourth (3/12) of their stake represen�ng the remaining shelf-life of the data. 
 
It is in the best interests of the verifier to accurately es�mate the data’s shelf-life to balance the 
revenue received from the sale of the data with the risk of losing their stake if the data is no 
longer accurate.  
 
Note that a verifier can withdraw their unlocked stake at any �me of their choice. Alterna�vely, 
they may leave their stake in the Stake Pool in order to enhance their reputa�on and improve 
their chances of being selected in the Weighted Verifier Selec�on process. 
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5. Weighted Verification 

To prevent Sybil a�acks (Sec�on 3.5), the protocol will assess the size of an individual’s stake 
pool to determine which verifiers to select, how many verifiers are required and how the token 
rewards are distributed across verifiers. By using the par�cipant’s total stake pool, any benefit 
from crea�ng mul�ple iden��es each with their own stake, is eliminated.  

5.1. Weighted Verifier Selection 

Verifiers are selected based on a weighted random selec�on func�on that weighs a par�cipant’s 
likelihood of being selected based on the total amount in their individual stake pool. 

In prac�ce, it works like this: a verifier with a stake pool total of 200 NOVO is twice as likely to 
be selected than a verifier with a stake pool of 100 NOVO. This means that spreading your 
par�cipa�on across mul�ple iden��es has no benefit when it come to being selected for a 
verifica�on. The likelihood of one of the iden��es being selected is the same whether you have 
a single iden�ty with a stake pool of 500 NOVO or fi�y iden��es with stake pools of 10 NOVO. 

5.2. Stake-based Selection Size 

The number of verifiers required for a given piece of data is based not on a defined number, 
but on a minimum level of combined stake among the selected providers (based on their 
individual stake pools). This minimum level is determined based on the largest individual stake 
pool size in the verifica�on pool. Specifically, the minimum is set to one unit higher than the 
largest individual stake pool. So if the largest stake pool is 500 NOVO and the smallest increment 
is 1 NOVO, the minimum level of combined stake would be 501 NOVO. This means that if the 
individual with the highest stake pool is chosen first, one other verifier will need to be selected. 
This ensures that there is never a scenario where only a single verifier is selected. 

Let’s look at a scenario where we have a verifica�on pool with verifiers that have stake pool 
sizes as follows: 100 NOVO, 200 NOVO, 230 NOVO, 120 NOVO. The highest individual stake pool 
is 230 NOVO, so the minimum level of combined stake would be 231 NOVO. Successive rounds 
of verifier selec�ons will occur un�l the minimum level of combined stake is reached. 

If in the first round of selec�on, the individual with a stake pool of 200 NOVO is selected, there 
would be 31 NOVO le� to be filled. If in the second round of selec�on, the individual with a 
stake pool of 100 NOVO is selected, there would be 0 NOVO le� to be filled. In this scenario, 
there would not be another round of selec�ons needed.  
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The graphic below outlines this example. 

 

This may seem less efficient, but it removes the benefit from spreading your stake pool out 
across mul�ple iden��es. The more iden��es that you spread your stake across, the less each 
counts towards the minimum level of combined stake required. 
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5.3 Weighted Reward Distribution 

With the stake-based selec�on size, it is possible to select a large number of verifiers for a single 
verifica�on. This is good for the certainty of the verifica�on, but bad for verifiers who must 
share revenue with a greater number of par�es. Because of this, if revenue was split evenly 
among all selected verifiers, it would be in the interest of honest par�cipants looking to 
maximize revenue to create mul�ple iden��es so they had more iden��es selected. The only 
way to prevent this is to distribute rewards propor�onate to the size of the individual’s stake 
pool compared to the combined size of all selected par�cipant’s stake pools.  
 
For example, let’s say that 3 verifiers are selected for a verifica�on with stake pools as follows: 
150 NOVO, 500 NOVO, 350 NOVO. The combined total of their stake pools is 1000. Therefore, 
when data is sold, of the propor�on that is designated for verifiers, 15% would go to the Verifier  
with 150 NOVO, 50% to the verifier with 500 NOVO, and 35% to the verifier with 150 NOVO.  
Without this mechanism, it is in the best interests of verifiers, both dishonest and honest, to 
have a large number of iden��es. With these measures in place, we have drama�cally reduced 
the number of iden��es that are valuable, however it may s�ll be advantageous in certain 
scenarios to have two iden��es over one.  
 
Let’s look at an example of a verifica�on pool with two par�cipants: Verifier 1 (V1) with a stake 
pool of 300 NOVO, and Verifier 2 (V2) with a stake pool of 600 NOVO. In this scenario, the 
minimum level of combined stake required would be 601 NOVO. This means that both 
par�cipants would need to be selected to meet the minimum. V2 would earn 66% of the 
revenue, despite filling the majority of the minimum required stake (600/601).  
 
Now let’s look at a scenario where V1 s�ll has a stake pool of 300, but V2 has split their stake 
between two iden��es with 300 NOVO each. Now, the minimum level of combined stake 
required would be 301 NOVO. In this scenario, 2 iden��es will need to be selected to meet the 
minimum. The best case scenario for V2 is that both of their iden��es are selected and they 
earn 100% of the revenue. The worst case scenario for V2 is that only one of their iden��es is 
selected and they earn 50% of the revenue. Although, they have the poten�al to earn less 
revenue than in the first scenario on any given verifica�on, on average, they will earn more by 
spli�ng their stake pool.  
 
The magnitude of this benefit changes depending on the makeup of the specific verifica�on 
pool and only applies to verifiers with the highest stake in the pool. The important factor that 
incen�vizes one iden�ty over two is that stake can not easily be moved from one iden�ty to 
another. A user would need to build up two iden��es over �me, using mul�ple iden��es even 
when it is not beneficial to do so. 
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6. Verification Vesting 

6.1. Overview 

“Lazy verifica�on”, (detailed in Sec�on 3.3) is when verifiers guess “true” without performing 
any verifica�on because it is expected that the majority of data contributed will indeed be true.  
The goal of verifica�on ves�ng is to reward honest verifiers for true responses while preven�ng 
lazy verifying from being profitable.  
 
In this system, verifiers will only earn revenue from their verifica�ons marked as “true” a�er 
these verifiers uncover a false piece of data. The discovery of a false piece of data is what 
“vests” all previously unvested frue verifica�ons. 
 
Un�l a verifica�on is vested, the verifier will earn unvested tokens every �me the data is sold. 
These unvested tokens will accrue to the verifier, but remain locked un�l the verifica�on 
becomes vested. Only when the verifier correctly verifies data as false, are the accrued tokens 
from previously unvested verifica�ons distributed to the verifier. Once a verifica�on is vested, all 
future revenue from the sale of the data is considered vested and goes directly to the verifier. 
Once a verifica�on becomes vested, it remains vested in perpetuity. 
  
However, crucially, if the verifier marks a false piece of data as true, they will lose the right to 
the revenue from  all  of their unvested verifica�ons. This punishment is purposely harsh because 
the worst outcome for the integrity of Novo is to have false data verified as true.  
 
Conversely, if the data verifier marks a true piece of data as False, they are penalized by losing 
their stake without affec�ng their unvested verifica�ons because the outcome of such a vote is 
not as severe as verifying false data as True. We want data verifiers to act conserva�vely when 
they are marking data as True and not to be penalized for being conserva�ve. 
 
With this system, the lazy verifier who always guesses “true” will never vest, therefore they will 
never earn any revenue. Those “lazy verifiers” who guess “false” in the hope of triggering 
ves�ng, will not be profitable due to the stake penalty associated with guessing “false” 
incorrectly.  
 
In sum, the goal of verifica�on ves�ng is to prevent lazy verifiers from being paid when they 
merely guessed. This technique also helps safeguard against false data being marked as true by 
extrac�ng a very harsh penalty--the loss of all revenue associated with unvested verifica�ons. 
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6.2. Verification Vesting Examples 

In prac�ce, there are four possible scenarios related to ves�ng, assuming that the data verifier 
has a balance of unvested verifica�ons: 
 
Scenario 1 -  A verifier responds that data is True, and the data is True 

In this scenario, the data verifier votes “true” and the data is indeed true. A por�on of revenue 
from the sale of the data will be reserved for the verifier, but it will remain locked and unvested 
un�l the verifier finds a false piece of data. 
 

Verifier’s Response Correct Response Result 

True True Unvested 

 
 
Scenario 2 -  A verifier responds that data is false, and the data is false 

The data verifier finds a false piece of data and votes False. All previous unvested verifica�ons 
become vested. Any accrued locked tokens from the sale of the previously unvested 
verifica�ons will be distributed to the verifier. All future revenue from the sale of the vested 
data will be distributed directly to the verifier.  
 

Verifier’s Response Correct Response Result 

True True Unvested  → Vested 

True True Unvested  → Vested 

False False Vests all previous unvested verifications 

 

 

Scenario 3 -  A verifier responds that data is true, but the data is false 

The data verifier verifies a false piece of data as True. All unvested locked tokens will be 
forfeited and all past and future income generated by those verifica�ons would be lost. If this 
verifier was lazy, and consistently guessed “true” because it is the expected outcome, then they 
would be caught out this scenario and penalized, making lazy verifica�on an irra�onal choice.  
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Verifier’s Response Correct Response Result 

True True Unvested  → Forfeited 

True True Unvested  → Forfeited 

True False Forfeits   all previous unvested verifications (all 

previous vested verifications remain vested) 

 

 
Scenario 4 -  A verifier responds that data is false, but the data is true 
A data verifier verifies a true piece of data as false. The protocol provides a mechanism for the 
data provider to appeal a data verifier’s decision, and so incen�ves are designed to en�ce data 
verifiers to err on the side of verifying false. This is also precau�onary as a way of ensuring that 
false data is less likely to be verified “true” and impact the integrity of the Novo ecosystem. 
Here, the penalty for verifying incorrectly is a loss of stake, but unvested True verifica�ons 
remain unchanged.  
 

Verifier’s Response Correct Response Result 

True True Unvested 

True True Unvested 

False True Loss of stake;   no effect on unvested verifications 

 

 

6.3. Known challenges 

We must consider that this system of verifica�on ves�ng depends on data providers submi�ng 
false data now and again. In the instance where all data submi�ed for verifica�on is true, data 
verifiers would never discover false data and would never vest their unvested tokens. There 
must be a sufficient level of false data for verifiers to have an opportunity to vest the locked 
tokens accrued from their previous correct responses. We an�cipate a sufficient amount of false 
data being submi�ed for verifica�on due to a number of factors (including human error). 
However, the protocol can be configured so that there is an inten�onal contribu�on of false 
data which is marked so that even as it makes its way through the Novo ecosystem, it is never 
added to the marketplace for sale.  

 
Novo Protocol 20 novoprotocol.com 

https://www.novoprotocol.com/


 

7. Conclusion 

Many large companies are beginning to understand the poten�al of blockchain to 
fundamentally change their business models. They are rethinking exis�ng business processes to 
incorporate efficiencies made possible by distributed ledger and blockchain technology. This 
move to distributed ledger-based technology will make more data available. Businesses hold 
troves of valuable data. The Novo Network will allow them to u�lize and mone�ze that data in a 
scalable and efficient way. 

Companies will be able to expand to regions and data pools that are currently deemed too risky 
due to informa�onal shortages. Data that is more complete, current and accurate will enable 
be�er decisions and accelerate economic growth. 

Novo’s data marketplace and ecosystem will play a cri�cal role in driving global business 
forward, both on blockchain and off. 

For more informa�on: 

Visit www.novoprotocol.com or 

Email gree�ngs@novoprotocol.com 
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